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Purpose of PM Toolkit 

The purpose of the this Toolkit is to provide convenient 
access to material, processes, practices and expertise to 
facilitate program management activities and improve 
productivity through product reuse. 



Program Management Toolkit (PMT) 
Resources 

• Gov’t Mandates & Initiatives 
– DOD 5000.2 
– C4ISP 
– OSS&E 
– CMMI 
– Clinger-Cohen Act 

• Best Practices Forum 
 

 

Expertise 
• Technical Hot Line 
• Technical Groups 
• Technology Area Teams (TATs) 
• Chief Engineers and Technical Integrators 

 

Search           Feedback          Help 

• Program Assessments Toolkit 
• Risk Analysis and Management Toolkit 

– RAMP (Lessons Learned) Database 
• C4ISP (Interoperability Support Plans) Toolkit 
• Requirements Management Toolkit 
• Earned Value Metrics (EVM) for PMs 
• Cost as an Independent Variable (CAIV) 
• Decision Analysis  
• Analysis of Alternatives 

Program Toolkits and Processes 

• About PMT 
• What’s New 
• Recent Comments & Suggestions 

 

Highlights 



Program Assessment Toolkit 

See Judy Clapp Site 
http://eternity.mitre.org/Toolkit/mainframes.htm 
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The purpose of the this toolkit is to provide program managers with 
convenient access to material, processes, practices and expertise to 
facilitate risk management activities and improve overall productivity 
through product reuse. The toolkit contains risk management guidance, 
checklists, risk identification, analysis, and management tools, as  well as 
tutorials, exemplar documentation, and points of contact. 



Risk Analysis and Management Toolkit 
Risk Analysis 

• Purpose 
 The procedures presented in this section will facilitate the positive 

identification, analysis, and prioritization of risks. They will foster the 
early identification and documentation of risks such that mitigation 
strategies can be developed and implemented in a timely manner; 
strengthen the resource allocation decision process; manage the 
expectations of users, oversight organizations, and other stakeholders; 
illuminate areas where detailed technical performance studies or program 
cost and schedule analyses should be focused; and facilitate integration, 
by providing early identification of risks that cut across projects or 
impact system interfaces. 

• Tasks 
Identify risks to the program. 
Analyze the impact of the risks identified. 
Prioritize the risks for management action. 

• Outcome 
A rank ordered list of risks with the probability of occurrence, expected 
timeframe, and impact to the program identified. 
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Risk Analysis and Management Toolkit 
Risk Analysis: Identify Risk 

• Purpose 
Risk identification is the critical first step of the risk management process.  
Risk identification defines the set of events that could have an unwanted 
impact on a project's cost, schedule, or technical performance requirements.  
The objectives of risk identification are to enumerate known project risks and 
identify risks not immediately evident to the project team.  Risk identification 
occurs continuously throughout the project's life cycle. 

• Tasks 
All program/project stakeholders have the responsibility to assist in the 
identification, validation, and eventual mitigation of risk.  Stakeholders include 
end-users, management, and representatives from the program’s oversight 
authorities.  Risks can be identified and validated through systematic 
engineering analyses, as well as by the application of observation, judgment, 
and experience.  Risk identification efforts should include reviews of written 
materials, as well as interviews with subject experts in specific areas of the 
program.  A working session should be held, with key team members and 
experienced personnel, to review and validate all identified risks. 

• Outcome 
A list of program risks 
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Risk Analysis and Management Toolkit 
Risk Analysis: Identify Risk: Risk Identification Tools/ Tutorials 

There are many techniques to evaluate risk.   Provided below are some 
approaches and tools practiced by MITRE projects and / or customers. 
 

 Guide to identify and validate risks lays the framework for risk identification 
 Utilize the list of risks in RAMP to identify risk areas and specific risks.   
 RiskCheck will enable you to profile your program/project and will identify 

the risks programs experienced with similar project features 
 Risk Cues provides more than 75 risk factors common to information 

technology projects and cues to help identify when the risk might impact the 
program.  It was developed for the Information Management and 
Telecommunications Project Office for the Pentagon Renovation Project.    

 Risk considerations when using commercial off the shelf (COTS) items 
− Common Risks and Risk Mitigation Actions for a COTS-based System 

article highlighting risks associated with COTS 
− COTS Product Assessment Guidance to aide in evaluation of COTS risks 

such as vendor viability 
− Managing COTS software to aide in the evaluation of the program life 

cycle considerations when using COTS software 
 Writing a risk statement clearly will aide in the communication and evaluation 

of the risk 
 Risk Identification PowerPoint Tutorial 

Search Feedback Help 
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Risk Analysis and Management Toolkit 
Risk Analysis: Identify Risk: Risk Identification Tools: Identify Risks Guide 

The following is a guide to stakeholders in identifying and validating project 
risks. 
 

Understand the project’s technical performance requirements.  Understand the 
operational (functional and environmental) conditions under which the project’s 
key performance areas (KPAs) or key performance parameters (KPPs) are 
measured.  Pay close attention to requirements that are not clearly stated or stable. 
 

• Determine and list technical and performance risks related to the engineering processes 
being applied.  Identify those processes (internal or contractor-driven) that are planned or 
needed to design, develop, and implement the project.  Compare these processes with 
industry best practice.  Identify deviations from these practices that are associated with 
new or untested processes. 

• Determine and list the schedule risk associated with the project.  Evaluate the 
reasonableness of the schedule estimate and the risk that the planned (or baselined) 
schedule is feasible for the work required to be performed.  

• Determine and list the cost risk associated with project.  Evaluate the reasonableness of 
the cost estimate and the risk that the planned (or budgeted) cost is feasible for the work 
required to be performed.  Insufficient resources − personnel, funds, schedule, and tools 
necessary for successful development and deployment of the project are a common and 
serious risk.  

• Review the set of risk checklists provided in the risk identification aides.  These lists have 
been developed from government and industry experience.  They provide an independent 
source for comparing a set of identified risks against those known to have occurred on 
projects in the past. 
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Risk Analysis and Management Toolkit 
Risk Analysis: Analyze Risk 

• Purpose 
 The analyze risk element of the risk management process is 

focused on assessing the probability that each identified risk will 
occur, the severity of its impact to the project (if the risk does 
occur), and the time frame when the risk's impact will be felt on 

the project.  
• Tasks 

– review risk management techniques and options 
– select the risk management approach most suitable to the program 
– assess the probability the risk will occur 
– assess the cost, schedule, and technical impact of each risk 
– assess the timeframe in which the risk will occur 
– identify warning flags that the risk may occur or the impact may 

change 
– identify other projects within the program this risk may impact 

• Outcome 
list of risks with the severity of impact to the program determined 
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Risk Analysis and Management Toolkit 
Risk Analysis: Analyze Risk (continued) 

Rating Definition Equivalent Numerical Value

Severe An event whose occurrence will impact the project’s cost
(and/or schedule) so severely that the project will be
terminated.

1

High An event that, if it occurs, will cause significant cost (and/or
schedule) increases (e.g., increases of more than 5 percent) on
the project.

Defaults: 0.65, 0.83, 0.95
Range: 0.65 < Allowable Value < 1

Moderate An event that, if it occurs, will cause noticeable cost (and/or
schedule) increases (e.g., increases of not more than 5
percent) on the project.

Defaults: 0.35, 0.50, 0.60
Range: 0.35 < Allowable Value < 0.65

Low An event that, if it occurs, will cause small cost (and/or
schedule) increases that, in most cases, can be absorbed by the
project.

Defaults: 0.05, 0.18, 0.30
Range: 0 < Allowable Value < 0.35

None An event that, if it occurs, will cause no impact to cost (and/or
schedule) of the project.

0

Table 3.  Cost / Schedule Impact Ratings and Definitions
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Impact 

 Each risk identified for the project is characterized in terms of its 
potential effects on the cost, schedule, and technical performance of 
the project.  Tables 2, 3, and 4 present guidelines in assessing these 
impacts. 

 



Risk Analysis and Management Toolkit 
Risk Analysis: Analyze Risk: Risk Analysis Tools / Tutorials 

 There are many techniques to evaluate risk.   Provided 
below are some approaches and tools practiced by MITRE 
projects and / or customers. 

 

 Risk Matrix - identify risks and high, medium, low impact to the 
program.  A Microsoft Excel based implementation to rate risks. This 
approach is utilized by the Air Force, Electronic Systems Center.  

 Risk Tool - an Access database and web enabled visualization tool to 
aide and track risk evaluation.  The entire process is captured in the 
document "Implementing a Risk Management Process for a Large 
Scale Information System Upgrade – A Case Study."  This process 
was initially established for our CSTAM customer, and tailored / 
evolved into this implementation for a USGC customer. 

 A short MITRE EDAC briefing highlighting some DoD risk 
management and analysis approaches and tools, 8 Aug 00 

 A briefing presenting a risk evaluation approach Linking Impact & 
Criticality for consideration by a CSTAM customer 
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Risk Analysis and Management Toolkit 
Risk Analysis: Prioritize Risk 

• Purpose 
This element of the risk management process is focused on 
determining the relative rank-order of the identified risks.  A 
"most-to-least critical" risk ranking is computed as a function 
of each risk's potential impacts to the project.  This ranking 
provides an input to management on where resources may 
needed to manage, or mitigate, potentially high impact risks.  
Like risk identification, this is an activity that continues 
throughout the project's life cycle. 

• Tasks 
– order the risks from highest to lowest priority; utilize a risk 

analysis and management tool such as Risk Matrix, Risk 
Nav, Risk Tool, to compute the analysis scores and sort the 
risk list by priority 

• Outcome 
Clear vision of top priority risks for management attention / 
resource allocation 
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Risk Analysis and Management Toolkit 
Risk Management 

• Purpose 
 Develop management / mitigation plans for priority risks, 

evaluate the progress of those plans, and evaluate changes to 
the risk impact to the program. 

 

• Tasks 
– Develop management plans for priority risks 
– Evaluate the mitigation plan status 
– Reevaluate the current risk status, impact to the 

program, and new risks 

• Outcome 
management plans for priority risks and updated risk 
impact evaluation 
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Risk Analysis and Management Toolkit 
Risk Management: Develop Management Plans 

• Purpose 
 After the project's risks have been analyzed, a risk management (or 

mitigation) plan is developed (for each risk) and implemented.  Like the 
previous elements of the risk management process, risk management 
planning is a continuous process that includes the regular monitoring of 
risk handling actions in terms of status and completion dates.  The risk 
management planning process must identify what actions are needed, 
when these actions must be completed, and who is responsible for their 
implementation and resolution. 

• Tasks 
– identify the person responsible for the management of the risk 
– review risk mitigation techniques and options  
– select the risk management approach most suitable for the risk 
– identify action steps to manage the risk 

• identify person(s) responsible to carry out the action 
• identify the start and end dates for each action 

• Outcome 
management / mitigation plans for priority risks 
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Risk Analysis and Management Toolkit 
Risk Management: Evaluate Progress 

• Purpose 
This element of the process is focused on assessing the progress 
of the risk-handling actions defined in a risk's management 
plan.  The primary contact for managing the identified risk is 
responsible for evaluating, and reporting to management, the 
overall progress of the risk management plan. 

• Tasks 
– action owners report status of action steps to mitigate risks 
– risk managers review mitigation status 

• Outcome 
understanding of risk mitigation progress (status of actions to 
manage the risk) 

Risk Management 
Develop Management Plans 

Evaluate Progress                  

Reevaluate Risk Exposure    

Risk Analysis         

Overview             

Search Feedback Help 



Risk Analysis and Management Toolkit 
Risk Management: Evaluate Progress (continued) 

Measures, or mechanisms, available to assess the effectiveness of risk mitigation actions 
include the following: 

– Building Rapid Prototypes.  Prototypes can often be rapidly developed to 
demonstrate that risks have been successfully abated.  Prototypes are 
particularly effective in the early design stages of a project. 

– Defining and Monitoring Technical Performance Measures (TPM).  This is a 
technique that compares estimated values of key performance parameters 
with achieved values, and determines the impact of any differences on system 
effectiveness.  This technique can be useful in risk monitoring by comparing 
planned and achieved values of parameters in areas of known risk.  The 
periodic application of this technique can provide early and continuing 
predictions of the effectiveness of risk-handling actions or the detection of 
new risks before irrevocable impacts on cost, schedule, or performance 
occur. 

– Defining and Monitoring Project Metrics.  These provide the Acquisition 
Manager with timely information on the status of the project and risk-
handling actions, and is essential to risk monitoring and project success.  To 
be meaningful, these metrics should have objective values against which 
observed data can be measured and trends forecasted. 
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Risk Analysis and Management Toolkit 
Risk Management: Reevaluate Risk Exposure 

• Purpose 
 Reevaluate risk status, priority, and the effectiveness of the management / 

mitigation actions.  This should be conducted prior to and after key 
project events to assess progress, make necessary adjustments, and plan 
for the next critical review or milestone. The intent of this activity is to 
look forward into the next set of key project events and identify specific 
issues or risks that may occur, and changes to previously identified risks. 

• Tasks 
– Assemble the project expertise needed for the reevaluation. 

– Review the project’s upcoming objectives and the products of the next reporting 
period or period of performance. 

– Review the current risk impact and management status.  Look for any deviations 
from plans.  Note any of the risks or actions underway that are critical to the 
success of the next reporting period or project milestone. 

– Review the effectiveness of all risk mitigation actions; reprioritize risks, as 
appropriate, from previous assessments. 

• Outcome 
 set of new risks identified and current assessment of previously identified 

risks 
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Risk Checklist 
Commercial-off-the-Shelf (COTS)

 Adherence to GOTS
 Adherence to Standards (Nat'l and Int'l)
 COE Maturity
 Computer Obsolescence/Migration
 COTS Availability
 COTS Evaluation
 COTS Integration
 Government Furnished Equipment (GFE)
 Integration with Existing non-COTS
 Modifications

   Environmental Aspects

 Base Cleanup
 Operations/Support Compliance
 Production Compliance
 Site Environmental Impact
 System Design Considerations
 System Disposal

   External Interfaces

 Interface Specifications
 Interfaces to Other Systems

   Funding and Schedule (Program-level)

 Cost and Schedule
 Funding (Stability/Profile)

Hardware

 A/D Converter
 Airborne Radomes
 Analog Design
 Beyond State-of-the-Art
 BIT/BITE Implementation
 Built-in-test
 Design Automation for Integrated Circuits (ICs)
 Diminishing Manufacturing Source
 Display System
 Frequency Synthesizer
 High-power RF
 Interference Protection Features (IPF)
 Memory
 Microelectronics Analog (MMIC, other)
 Microelectronics Digital (VLSI/VHSIC/ASIC, other)
 Nonstandard Parts
 Packaging (Size/Weight/Power)
 Packaging of ICs
 Phased Array Antenna
 Power System (UPS, other)
 Processor Timing and Sizing
 Radiation Hardened Parts

   Imagery

 Imaging Compression/Decompression
 Imaging Standards
 Virtual Reality

Logistics Planning

 COTS Upgrades/Supportability
 Logistics Model Validity
 Logistics Support Analysis
 Personnel
 Repair Level Analysis
 Spares
 Support & Test Equipment
 Technical Manuals
 Training, Material, Equipment

   Manufacturing

 Engineering Change Orders (ECO)
 Manufacturing Facilities
 Modernization

   Networking

 Communications Protocols
 Interface Standards/Protocols
 Multiple Access
 Network Planning
 Network Security

   Operational Site Activation

 A-kit Acquisition (Equipment Integration)
 Installation and Checkout
 Site Activation

   Other/Misc.

 Culture

Back to Risk Identification Tools 
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Risk List 



Risk Analysis Worksheet 



Risk Mitigation Worksheet Input 



Risk Mitigation Worksheet 



Risk List Sorting and Filter 



Priority vs Probability Example 


	Program Management Toolkit�Concept and Contents
	Purpose of PM Toolkit
	Program Management Toolkit (PMT)
	Program Assessment Toolkit
	Risk Analysis and Management Toolkit�Overview
	Risk Analysis and Management Toolkit�Risk Analysis
	Risk Analysis and Management Toolkit�Risk Analysis: Identify Risk
	Risk Analysis and Management Toolkit�Risk Analysis: Identify Risk: Risk Identification Tools/ Tutorials
	Risk Analysis and Management Toolkit�Risk Analysis: Identify Risk: Risk Identification Tools: Identify Risks Guide
	Risk Analysis and Management Toolkit�Risk Analysis: Analyze Risk
	Risk Analysis and Management Toolkit�Risk Analysis: Analyze Risk (continued)
	Risk Analysis and Management Toolkit�Risk Analysis: Analyze Risk: Risk Analysis Tools / Tutorials
	Risk Analysis and Management Toolkit�Risk Analysis: Prioritize Risk
	Risk Analysis and Management Toolkit�Risk Management
	Risk Analysis and Management Toolkit�Risk Management: Develop Management Plans
	Risk Analysis and Management Toolkit�Risk Management: Evaluate Progress
	Risk Analysis and Management Toolkit�Risk Management: Evaluate Progress (continued)
	Risk Analysis and Management Toolkit�Risk Management: Reevaluate Risk Exposure
	Risk Checklist
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	C4ISP
	Risk List
	Risk Analysis Worksheet
	Risk Mitigation Worksheet Input
	Risk Mitigation Worksheet
	Risk List Sorting and Filter
	Priority vs Probability Example

